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Resources

® Presentation
> http://davesteele.github.com/python-bitcoin-talk/

® Software
> {apt-get|lyum} install git python-simplejson python-irclib
pygame Django
» Or 'easy_install simplejson python-irclib pygame
Django!'
» git clone git://github.com/davesteele/python-bitcoin-
talk.git


http://davesteele.github.com/python-bitcoin-talk/
http://pypi.python.org/pypi/simplejson/
http://pypi.python.org/pypi/python-irclib
http://pypi.python.org/pypi/Pygame/1.7.1
http://pypi.python.org/pypi/Django/1.3
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The Secret Sauce...

Hash:

00000000000008901b...

Previous:

00000000000006abf7...

Nonce;
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Terminology

® The Bitcoin ledger consists of a communally-maintained
chain of Blocks containing Transactions which record
balance transfers between Addresses

® Addresses are derived from a hash of the public key for a
public/private key pair stored in the private Wallet

® Transactions are Confirmed as they become embedded In
the Longest Block Chain

® Addresses can be aggregated locally in the Wallet using
text Labels, also called Accounts




e.‘ Txacha2zd6864... - Bitce y @ Bitcoin P2P Wirtual Curren =+

() bitcoin.org

[ [eas @ English @ Send Link @ Instapaper Text H newsma ¥ [ other Bockmarks

Obitcoin _

P2P Virtual Currency

Bitcoin is a peer-to-peer currency. Peer-topeer means thatno central authority iSsues new money or racks
transactions. These tasks are managed collectively by the network.

Resources Download
What is Bitcoin? Bitcoin 0.3.24
EAQ & Windows (zip) 5.smB
Wiki / Hel & windows (exe) 5.8M8
Mh o A Linuxe.sme
fﬂ':‘:gh;nit::::o t Bitcoin & Mac OS X 7.7MB (0.3.23)
e Latest source code: GitHub
Bitcoin Charts | Markets k

Project Community

. ) ¢ Jointhe Bifcoin Forum
« Community-driven open source, released underthe o Jpin the project's lively IRC channels on the Freeflode

MIT license ) - netwaork or use the Freellode Web IEC.
« Based on Satoshi Makamoto's paper Eifcoin: A Peer- #bitcoin (General Bitcoin-related)
lo-Peer Electronic Cash System #bitcoin-dev (Development and technical)
 ProjectDevelopers #hitcoin-olc-fover (Over The Counter exchange)
Satoshi Makamoto #hitcain-market (Live guotes from markets)

Gavin Andresen - gavinandresen@email.com (PGF) #bitcoin-mining (GPU mining related)
Amir Taaki - genjix@riseup.net (PGF) s Twitter Search
Pieter Wuille e Facebook Page

Iils Schneider - nils.schneider@amail.com

Jeff Garzik - joarzik@exmulti.com (FGP)
+« Press mailing listfor presentation and interview

requests; bitcoin-press@lists.sourceforge.net
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Getting Bitcoins

. "

€ C i & nips://migox.com/trade/history
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(3 Other Bockmarks

Mt . G OX --- 24/7 Bitcoin Exchange SignUp | Login
f Last Price: 13.9  High:14.7 Low: 13.19022  Volume: 76228  Weighted Avg: 13.9877 ‘
Sign up
Login Data
How it Works "
£
Trade Data Last24 Hours  Close Depth  Market Depth (rounded) §
$14.8510 1 =
*Announcement* Euro Transfers
Temporarily Frozen $145490
*Announcement* Extension of
Reduced Trade Fees $14.2470
Get your Yubikey now (be sure
in) $13.9450
Mt.Gox acquires Mt.GoxLive -- July 19,
2011 $13.6431 4
We are very interested in any
suggestions, bug reports, or general $13.3411
feedback!
info@mtgox.com send us mail!
$13.0391 -
18:39:03 02:39:03 10:39:03 18:39:03 02:39:03
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GUI Client

Bitcoin

File Settings Help

E{é Send Coins Address Book

Your Bitcoin Address: | 1RgrTPXNxRSGdagmn9RWW CnGniZngdbwd

| | Mew... | | Copy to Clipboard

Balance: ©.00

All Transactions | Sent/Received Sent Received

Status Date Description

Debit

Credit

5 connections

4053 blocks

0 transactions
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bitcoind

daves

File Edit View Search Terminal Help

[daves ~]% bitcoind&

[1] 11894

[daves~]% bitcoind help

backupwallet <=destination=

getaccount <bitcolnaddress=
getaccountaddress <account=
getaddressesbyaccount <account=
getbalance [account] [mincont=1]
getblockcount

getblocknumber

getconnectioncount

getdifficulty

getgenerate

gethashespersec k
getinfo

getnewaddress [account]
getreceivedbyaccount =<account= [minconf=1]
getreceivedbyaddress <bitcoinaddress= [minconf=1]
gettransaction =<txid=

getwork [data]

help [command]

listaccounts [minconf=1]
listreceivedbyaccount [minconf=1] [includeempty=Tfalse]
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bitcoind JSON-RPC using Python

-' [€| bitcoinclishort.py '-
#!/usr/bin/python

from jsonrpc import ServiceProxy
PROXY = ServiceProxy( "http://me:mypassword@l27.0.0.1:8332" )

BTINFO = PROXY.getinfo()

® rpcuser and rpcpassword

deflned In lf-::-r E?ininBTINF?,ke‘{S(;( key, BTINFO[ke; )
~/.bitcoin/bitcoin.conf print "See https://an.bitcoin. 1t/ulki/Original Bitcoin clLent/

® |nstall python-bitcoinrpc
https://github.com/jgarzik/python-bitcoinrpc

® bitcoind running

® Ports 8332 and 8333 accessible

® API Calls are defined at
https://en.bitcoin.it/wiki/Original_Bitcoin_client/APl_Calls_list
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https://github.com/jgarzik/python-bitcoinrpc
https://en.bitcoin.it/wiki/Original_Bitcoin_client/API_Calls_list

Example Django Website

PayMe Home Page

k| (D 127.0.0.1:8000

*® (7 Other Bookmarks

User: |alice

SUTTITI AT

Login

I

y PayMe Summary Page

BN (D) 127.0.0.1:8000/summ §5

B O 127.0.0.1:8000/userir 43

*® [ Other Bookmarks

User: alice

Eemit tribute to Bitcoin address:
13x=NB P 2vErmB Y s WHNWOErExzo8khuzVTega

Payment to date: 0.000000 ETC

(J 1D English ? [ Other Bookmarks A

PayMe Summary Page

|User||Tutal Paid” Balance ||Cunfirmaﬁuns|
lalice [[0.000000 |(0.000000|[0 |
lbob [[0.000000 |(0.000000|[0 |

Harvest address: |

Hamnest
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“Bitcoin Watch” Monitor

IRC Edit MNetwork Discussion View Help

~ ¥ freenode D Streaming Bitcoin Transactions/Markets || Thanks to bitcoincharts.com for the data feed. || LR=Liberty Reserve, MB=Money Bookers, PX=Pecunix, PP=PayPal, YX=Yandex, WM=WebMoney | Support this service...

] | [22:08]
[22:08]
[22:08]

[22:08]
[22:08]
[22:08]
[2z2:08]
[22:08]
[22:08]
[22:08]
[22:08]

[22:08]
[2z2:08]
[22:08]
[22:009]
[22:09]
[22:09]
[22:09]
[22:09]
[22:009]

[ I >)

92 Users daves

0.1s lag

FreeNode: #bitcoin-watch

daves:~#/bitcointalk

File Edit View Search Terminal Help

#! Jusr/bin/env python
""" module to monitor realtime Bitcolin transactions via the freencode
#Bitcoin-Watch channel - https://en.bitcoin.it/wiki/Bitcoin-Watch

requires irclib (repo)
and irchot
(http://code.google.com/p/irchot -collection/source/browse/trunk/irchbot . py?r=6&)

pygame is used by the democ main routine

from irckot import SingleServerIRCEot
from irclib import nm_to n

import re

import random

BitcoinWatchBot(SingleServerIRCBot) :
""" Bitcoin transaction watching bot. See main() for usage example """

__init  (self, channel="#Bitcoin-Watch",
nickname="bchot",
server="chat.freenocde.net",
port=66&7,
realname="Bitcoin monitoring bot =webpage="):
16,7 Top
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Opportunity — URI Scheme Handler

bitcoin:1Lg7peCQCBRBsmZJ5MoXikuQ250Z4voBit?amount=5X8&
label=Bitcoin%20Watch&
message=Donation%?20for%20watch%?20service

Bitcoin Payment
To: Bitcoin Watch
Amount: 5.0

Memo: Donation for watch service

From Account; | Alice w

Cancel

https://en.bitcoin.it/wiki/URI_Scheme
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https://en.bitcoin.it/wiki/URI_Scheme

Vending
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Opportunity — Wallet Apps

N

\\\\\\\\\\s\*‘\f\\\ N

Different:

- Security Levels
- Users

- Use Cases

http://gitorious.org/pycoin - Bitcoin P2P Implementation
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http://gitorious.org/pycoin

Is it Money? - Aristotle's Qualities of a Good Money

v

¢

Durable /
rtabl

Portable /

4

,

Divisible

Intrinsic Value
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The Market View

yChio Saturday, July 30

-~ = . [a bitcoincharts.com/markets/mtqoxSD_trades html ﬁi’l._l X,

>

C luEnm @ English @ Send Link @ Instapaper Text E newWsmap @ Read Later @ Bookmark an Delici... [ Other Bookmarks

Jul2

Blocks ] Diffic ulty
Total BTC Estimated 17

Symbol
Mt. Gox (USD/dwolla/SEPA)

mtgoxUSD ¥

USD (clwallal SEPA) .
Summary QIENCHTSGEE Market Depth
thUsD

uso

bitomatPLHN <+ . .
PL ) Consistent spreads from 1.2 pips*
Trade with a leading FX bank »» Try the FREE demo

Metatrader 4 with full functionality

b7USD
uso

britcoinGBP

GEP (wire) .
Trade History sod| 20d| 10d [5d| 2d
bitmarketEUR 0232011 - Dl
EU ) ul 23, - Daily
;ggi W Op: 137 Hit37?, Lod3E, CH3ES Owal 201k 40
virtexCAD 10k 1tm 30
CAD (EMTIDirect) B |
( ) . | o — 20
100k ™~ l T B [
virwoxSLL 50K - —————% =] 10
. DEGM{W 1Jun <] 11 16 21 25 1 Jul <] " 15 21 o
btcexUSD
USD (Liberty R
S:Dcu!;:vl:jl:ﬂ- Interval Volume [BTC] Volume [USD) Weighted Price Date Price  Volume
. : 15miri 9126 1,245 27 13 6458 Jul 23, 2011, 02:17:21 1363500 7.79
h,!_t"!:rrlfst:ﬁ? 1h 1,196.40 16,301.45 13,6254  Jul 23, 2011, 02:17:13 1363534 0.08
SD (wire/PayFal)
4h 3,426.00 465,803.17 136612 Jul 23, 2011, 02:17:13 1363998 2021
ICI”‘US[I’I 1 12h 6,743.97 92,027.13 136458  Jul23,201L02:17:13 1363999  27.15
)
= 1d 1554142 216,402 88 136606  Jul 23, 2011, 02:17:13 1363999 0.11 k
2d 40,755 84 566,545 42 136543 Jul 23, 2011, 02:17:13 13 64000 5.00
7d 258,133.75 3458251215 135299 Jul 23, 2011, 02:17:13 136459597 5.00
-
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Ledger Analysis

® Metrics for a better idea of Bitcoin economy health
> Difficulty vs time?
» % Mining Pools
o> BTC Velocity?
o Tx Velocity?
o Median Tx BTC?

o Addresses
» Reuse?
» Account detection metric

http://blockexplorer.com/
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http://blockexplorer.com/block/00000000000008901b5836c3d781cb6093014719f4f0ad1b343520ec675c0f76

Ledger Analysis using Python

® The bitcointools module parses local bitcoin data files

File Edit View Search Terminal Help

[ bitcointools]$ ./dbdump.py --help ~
Usage: dbdump.py [options]
Options:

-h, --help show this help message and exit

--datadir=DATADIR Lock for files here (defaults to bitceoin default)

--wallet Frint out contents of the wallet.dat file

--wallet-tx Frint transactions in the wallet.dat file

--wallet -tx-filterswWALLET TX FILTER
Only print transacticns that match given
string/regular expression

--accounts Frint out account names, one per line

--blkindex Print out summary of blkindex.dat file

--check-block-chain Scan back and forward through the block chain, looking
for inconsistencies

--address Print addresses in the addr.dat file

--transaction=DUMP_TRANSACTION
Dump a single transaction, given hex transaction id
{or abbreviated id)

--block=DUMP_BLOCK Dump a single block, given its hex hash (or
abbreviated hex hash) OR block height

--search-blocks=SEARCH BLOCKS
Search the block chain for blocks containing given
regex pattern

[daves@fl5take? bitcointools]$

https://github.com/gavinandresen/bitcointools

23


https://github.com/gavinandresen/bitcointools

Bitcoin Links

® Market — Bitcoin Charts

> http://bitcoincharts.com
® Plumbing — Block Explorer

> http://blockexplorer.com/

> Stats - http://blockexplorer.com/q
® Technical — Bitcoin WikKi

> https://en.bitcoin.it/wiki/Main_Page

> Addresses, Transactions, Signing, Blocks,
Peer Protocol

® Community - http://forum.bitcoin.org/

® News
> http://www.bitcoinnews.com/
o http:/lwww.****coins.com/

24


http://bitcoincharts.com/markets/mtgoxUSD_trades.html
http://blockexplorer.com/
http://blockexplorer.com/q
https://en.bitcoin.it/wiki/Main_Page
https://en.bitcoin.it/wiki/Protocol_specification#Addresses
https://en.bitcoin.it/wiki/Protocol_specification#tx
https://en.bitcoin.it/wiki/Script#Standard_Transaction_to_Bitcoin_address
https://en.bitcoin.it/wiki/Protocol_specification#block
https://en.bitcoin.it/wiki/Network
http://forum.bitcoin.org/
http://www.bitcoinnews.com/
http://www.shitcoins.com/
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